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pkIRISGrid

red.es Overview

* Policy

* CP/CPS status

* EUGridPMA minimum requirements
* Technology

* pkIRISGrid architecture

* Technology used
* LDAP, COPA, URN, XML, ...

* Certificate enrollment process
* Sample
* Future plans
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redes pkIRISGrid CP/CPS status

 CP/CPS document is based on
« RFC 3647

* Current Object ID:
* 1.3.6.1.4.1.7547.2.2.4.1.0.0

* Version: 1.0.0 beta - September 21, 2005

* Available
* at the EUGridPMA site

* http://www.irisgrid.es/pki/

* |s our policy compliant with the EUGridPMA minimun
requirements?
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pkIRISGrid CA - EUGridPMA

red.es Minimum requirements - v3.2 (02/02/2005) - 1/5

* CA physical security controls
* Dedicated offline machine

Without network adapter

It is switched off between signing operations
Laptop stored in a non-flammable vault when not in use
Certificates and keys stored in USB sticks in vault
Physical access is restricted to pkIRISGrid CA operators
* Namespace: DC=es, DC=irisgrid

* DC=es, DC=irisgrid, CN=IRISGridCA

* DC=es, DC=irisgrid, [O=string,] CN=name@name.es
* DC=es, DC=irisgrid, [O=string,] CN=FQDN
* DC=es, DC=irisgrid, [O=string,] CN=service/[FQDN
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pkIRISGrid CA - EUGridPMA

red.es

Minimum requirements - Namespace samples - 2/5

* User certificates

* DC=es, DC=irisgrid, CN=rafa.marco @ ifca.es
* Hosts

* DC=es, DC-=irisgrid, CN=grid1.domain.es

* Services
* DC=es, DC=irisgrid, CN=ldap/machinel.domain.es

* Optional 'O’ component can be inserted between 'DC' and
'CN' component
* DC=es, DC=irisgrid, O=rediris, CN=drlopez @ irisgrid.es
* DC=es, DC=irisgrid, O=ifca, CN=rafael.marco @ irisgrid.es
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pkIRISGrid CA - EUGridPMA

red.es Minimum requirements - v3.2 - 3/5

* DN unigueness
* One RA can manage a group of domains
* @rediris.es, @irisgrid.es, @rediris.com
* Two equal CNs are not allowed below the same domain
* pkIRISGrid software does this check when user requests a certificate
* Personal subscriber identification
* Photo ID
* PIN inserted when certificate is requested
* pkIRISGridID obtainded when certificate is requested

e Certificate lifetime
* pkIRISGrid CA is 10 years

* End entity is 1 year
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pkIRISGrid CA - EUGridPMA

red.es Minimum requirements - v3.2 - 4/5

* pkIRISGrid CA certificate
* Private key length is 2048 bits
* Password length is greater than 16 characters

* Subscriber generates its own key pair (web interface)
* CA and RA have not access to the user's private key

* Revocation
* Circumstances
* Private key lost or suspected to be compromised
* Subscriber does not need the certificate, ...
* Who can request them?
* Owner, RA and CA

* Any person presenting proof of knowledge that the subscriber's private
key has been compromised or data have changed
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pkIRISGrid CA - EUGridPMA

red.es Minimum requirements - v3.2 - 5/5

* CRLs

* Valid 30 days

* Includes all revoked certificates

* Issued immediately after every certificate revocation process
* Policy

* 1.3.6.1.4.1.7547.2.2.4 X.X.X - pkIRISGridCA CPS version X.X.X
* RAs hosted by RedIRIS servers (TLS)

* User interface
* https://RAn.irisgrid.es
* Administrator interface
* https://RAn.irisgrid.es/admin/
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red.es pkIRISGrid. Functional structure

- - Validate entity CSRs
- Verify identity
RA - Validate attributes
- Validate unique igID (auto
Select an unique IRISGrid que igID (auto)

. . - Export approved CSRs
7 |dent|fer. {iglD) — | Revocation request
- Revocation request (CRR) *

|
- Request certs (CSR)

- Approved CSRs
- Revocation request

- Aux
- Notify certificate/revoked q--- - m
cert availability - Certificate

- CRLs

- Issue certs
- Revoke certs
- Generate CRLs

- Download certs - Publish certificates

- Download CRLs - Publish CRLs
+ <
- No network 7
RAs, Entities, CSRs, Certs, CRRs, CRLs, ... adapter
- Stored in vault

-
&, redes
/ (/[ - ‘/\q\;
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redes Technology used by pkIRISGrid

* OpenSSL
* LDAP (pkirisgrid schema)
* Used to store RAs, entities, CSRs, certificates, logs

* COPA (a coding schema optimized for the hierarchical access to information)

* a3b105cl identify RA 3, entity 105 and CSR/Certificate 1
URNSs

* Used to store all the states in the life of a certificate
* urn:mace:rediris.es:irisgrid:pki:csr:state:20050304142236:signed:10e190a0c7608...2d425e6af7

XML/LDIF
* Exchange files between CA and RAs/Aux

PHP (RAs), Perl (CA)
PAPI (Access control)
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redes pkIRISGrid LDAP schema

* pkirisgridRA . pklrlsgrldCert
* pkirisgridID - (coPA) * pkirisgridID - (coPA)
* pkirisgridRaName * pkirisgridTrace
* pkirisgridUsrCount * pkirisgridStatus

* pkirisgridUsr * pkirisgridDate
* pkirisgridID - (coPA) * pkirisgridPin
° Cnh * pkirisgridCSR
° sn * pkirisgridCertType
* telephoneNumber * pkirisgridSubjectDN
* mail * userCertificate
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pkIRISGrid

red.es COPA-based LDAP structure

pkIRISGrid LDAP tree

a | RAs data RA 1 RA3 | a3
>
b | Enties data El E2 - EN  E1 E2 ...(ElOS a3b105)
c | Cert/CSR data Certl Cert2 .. CertN Cert1l Cert 2
a3bi05scl
a3 identifies RA 3
a3b105 identifies RA 3, entity 105

a3b105cl identifies RA 3, entity 105, and certificate/CSR 1
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pkIRISGrid

Certificate entry stored in LDAP

=1

idnc=csr

uid=admin

idnc=csr

idnc=bas@rediri
idnc=diego.lope:
idnc=javiermasa
idnc=pruehal
idnc=ratl.irisgrid
idnc=rat2.irisgrid
idnc=rat3.irisgrid
idnc=www.irisgri

idnc=chorregod
idnc=delfino @ pi
idnc=delgallodp
idnc=gonzalo.me
idnc=marcr@pic

B
PRTREN

Ruben certificates

I

idnc=pc-ruben.d

il ==
objectClass |pkirisgridCen w

irisobjec COPA-based identifier [l
nkirisgridin 13b2c3 CSR/Certificate traces

pkirisgridTrace

urr1:mace:rediris.es:irisgrid:pki:csr:state:}‘.105 072513 ﬂEill:new:laieMadEEllfS Fid

urr1:mace:rediris.es:irisgrid:pki:csr:state:}‘.IUS 072513 1?15:appruved:186?4ti‘ed4d

urr1:mace:rediris.es:irisgrid:pki:csr:state:?‘.IDE 0729135744 :submitted: 75 d4b1595c:

urr1:mace:rediris.es:irisgrid:pki:csr:state:}‘.IDS 072914042 9:signed:d07622 13I22f?ai

urn:mace:rediris.es:irisgrid:pki:csr:state: 2050913125701 revoked-admin:f2#te%ad

pkirisgrid Status
pkirisgridDate
pkirisgridPin

pkirisgridCSR

pkirisgridCenType

userCertificate

pkirisgridsSubjectDN

revoked-admin

20050913125701

E3MDYMBkN hlww

SPEAC=MICTDC CATOwggEIMADGCSqGSIb3DOEBAQUAALIEDWAWGQE CSR
Lsr |
Subject DC=es, DC=irisgrid, CN=Ruben.Santiago@ucm.es A
Issuer DC=es, DC=irisgrid, CN=IRISGridCA o

Mot Before Jul29 12:04:25 2005 GMT Certificate

Mot After  Jul 29 12:04:25 2006 GMT
Serial# 7
Version 3

dc=es dc=irisgrid,cn=Ruben.Santiago@ucm.es
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pkIRISGrid CA

red.es Samples of file exchange between CA and RAs/Aux

* CSRs
* XML file with CSRs sent to CA to issue certicates
* LDIF file returned from CA
* CRRs
* XML file with CRR data sent to CA
* LDIF file returned from CA
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Sample files: XML file with CSRs

red.es sent to IRISGrid CA to issue certificates

<pkig>
<csrs>
<csr>
<csr_header>
<type_nav>SPKAC</type_nav>
<type_ent>usr</type_ent> CSR Header
<dn>idnc=1,idnc=antonio.robles @org.es,idnc=csr,idnc=2,ou=ra,...</dn>
<serial>a2b2cl</serial>
<trace>urn:mace:rediris.es:irisgrid:pki:csr:state:20050307171823:approved:2b4c41234b ... bde675d</trace>
</csr_header>
<csr_data>
CN = antonio.robles@org.es
1.DC = irisgrid
0.DC =es
SPKAC=MIICTDCCATQwggEIMAOGCSqGSIb3DQEBAQUAA4IBDwWAwggEKAoIBAQDow
3R5/MPWuNOXW/05+hpgp3g5K1E7KUE8elW+T/eiSWC3KPH....... W+NHCr8rn/FOpoyGw==
</csr_data>
<csr_sig>c01e06d357edce49e ... 1bd687dae35cb520e332</csr_sig>
</csr>

CSR Data

<Csr>

</cs;;

</csrs>

<total_sig>7a29946e2c0a649ca ... 2f530122e2b39b2f3af9</total_sig>
</pkig>

To~ redes

74

: 10,0
pkIRISGrid - 5" EUGridPMA - 28" of September, 2005 - Poznan Pkirisgrid = 15/23



Sample files: LDIF file with certificates & 3p(

red.es returned from the pkIRISGrid CA

# LDIF file. Upload it in pkIRISGrid CA

# User: antonio.robles @org.es

dn: idnc=1,idnc=antonio.robles @org.es,idnc=csr,idnc=2,ou=ra,...
changetype: modify

replace: pkirisgridStatus

pkirisgridStatus: signed LDIF entry 1

replace: pkirisgridDate
pkirisgridDate: 20050230131552

add: pkirisgridTrace
pkirisgridTrace: urn:mace:rediris.es:irisgrid:pki:csr:state:20050230131552:signed:86fc84c4778e38 ... 46fc52198adc

replace: userCertificate;binary

userCertificate;binary:: MIIFGDCCBACgAwIBAgIBFjANBgkqhkiGO9w0BAQUFADBIiMQsCQYDVQJAoGA1UE
EAYKCZImiZPyLGQBGRMCZXMwHhcNMDUwWMzMwWMTEXNTUXWhcNMDYwMzMwMTUXxWjBpMRIWEAYD
K4Q3AKwSVVxlykqycV059KJN2MD JWIpur2+/FwjkUyrXJwUG5KLPyPu7 Jnxd4k54ifpQKJB7ZNVXu
HkM549/gD9zVIkY9;AKCzKpkkXgF4ghRcMVNAS70Cs/Z4N8MNzSsOVsArD3XNXGcG+0l7Kop

#User: gridl.irisgrid.es

dn: idnc=1,idnc=grid1.irisgrid.es,idnc=csr,idnc=2,0ou=ra,...
changetype: modify

replace: pkirisgridStatus LDIF entry 2
pkirisgridStatus: signed

/ . %
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Sample files: XML file with CRRs

red.es data sent to pkIRISGrid CA

<pkig>

<crr_header>
<crt_iglD>a2b4c1</crt_iglD>
<crt_serial>22</crt_serial>
<csr_dn>idnc=1,idnc=ww@ww.com,idnc=csr,...</csr_dn>
<crr_ra>2</crr_ra>
<crr_user>user</crr_user>

</crr_header>

CRR Header

<crr>
Certificate:
Data:
Version: 3 (0x2) Certificate
Serial Number: 22 (0x16)
Signature Algorithm: shalWithRSAEncryption
Issuer: DC=es, DC=irisgrid, CN=IRISGridCA
Validity
Not Before: Mar 30 11:15:51 2005 GMT
Not After : Mar 30 11:15:51 2006 GMT
Subject: DC=es, DC=irisgrid, CN=www @www.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):
00:b8:ad:27:8e:03:95:b8:¢6:18:0f:73:e2:df:b4:
6d:be:f5:2f:4c:b9:88:36:84:79:f5:93:6b:60:90:

</crr>

<sig>61479b34d197f5d24 ... a22dbf0b9c4112557a49</sig>
</pkig>

i
"Sia redes
N ;‘n’ ___,h.__"
/ .‘,)n’\_,h
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red.es LDIF file with revocation data

Returned from CA

dn: idnc=1,idnc=ww@ww.com,idnc=csr,idnc=2,ou=ra,.....
changetype: modify

replace: pkirisgridStatus

pkirisgridStatus: revoked-user

replace: pkirisgridDate

pkirisgridDate: 20050304142236

add: pkirisgridTrace
pkirisgridTrace: urn:mace:rediris.es:irisgrid:pki:csr:state:20050304142236:revoked-user:10e 1608fbe...5f2ec57

/Ql\g\/*{i
o'~ redes
/N %8
' ‘t.'%& 5
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pkIRISGrid CA

red.es

Certificate enrollment process (person) - |

User
* generate key pair with form provided at the pkIRISGrid web site

Entry/CSR is stored in LDAP

* RA operator
* Uses admin module to show all pending CSRs
* Meet user to validate data and identity

User

* Shows ID card (with photo), CSR number, and introduces the PIN
set when certificate was requested

* RA operator

* Approves CSR
* Uses admin module to export approved CSRs to CA
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pkIRISGrid CA

¢-{_&S - H
red.es Certificate enrollment process (person) - i

* CA operator
* Receives CSRs and CRRs by mail, in XML format
* Copy the file to an USB stick (aux1)
 Starts CA laptop and attaches CA key USB stick

* Execute CA software (ca, crr, crl, ...)

» Software detects unauthorized data modifications
* Signs, denies, revokes, generates CRL and produces LDIF file

* Copy LDIF file to the USB stick (aux1)
* Extracts USB sticks
* Power off and stores laptop and CA key USB stick in vault

pkIRISGrid - 5" EUGridPMA - 28" of September, 2005 - Poznan



PEdﬁiHS kaRISGrld (@JA\

Certificate enrollment process (person) - llI

* CA operator
* Carries USB stick (aux1) to a network access computer

* Upload LDIF file to pkIRISGrid LDAP server

* Update certificates, traces, revocations, CRLs, ...
* Using Idapmodify command or another secure program

* Cron process
* Finds entries modified today and
* Sends mails with instruction to download certificates, ...
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redes pkIRISGrid CA: Future plans

Update CP/CPS to obtain 1.0.0 version

* A few weeks

Finish the beta period of pkIRISGrid CA

 Two months

e Become an EUGridPMA accredited CA
« ASAP...

Add new features to pkIRISGrid
* Web-based CA software

* New flat LDAP structure

* Explore alternative interfaces
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Thanks you for your attention

red.es More information

* Example of RA for testing
* Namespace:

* irisgrid.es DC=es, DC=irisgrid, CN=name @ irisgrid.es

* rediris.es DC=es, DC=irisgrid, CN=name @ rediris.es

* rediris.com DC=es, DC=irisgrid, O=RedIRIS, CN=name @ rediris.com
* URLs

* https://ratl.irisgrid.es
* https://ratl.irisgrid.es/admin/

* This presentation can be downloaded from:

* http://www.irisgrid.es/coord/eugridpma/20050928-pkirisgrid.pdf
* Contact information

* javier.masa @ rediris.es

* Questions?
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